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The primary objective of two factor authentication is to secure the user authentication process and to
protect online user accounts against unauthorized access. When implemented properly, 2FA offers much
greater protection against hacking than single-factor password authentication and helps to safeguard
online user accounts from unauthorized access even when the passwords have been compromised.

For Poems Desktop trading platform users, we will implement 2 factors below to fulfill the requirement of
2FA:

1. Something you know (User Password) — Already in used
2. Something you have (One-time password) — New

In order to get the one-time password (OTP), users will need to register their device to our system with
the authenticator. There are lot of software-based authenticators online, among the most well-known is
Google Authenticator. We will use Google authenticator as the OTP generator for our Poems Dekstop
system.

This document is intended to guide end client users on the 2FA setup and login to the system with 2FA.

User Manual

Part 1: 2FA Activation
Step 1: Login to the Poems Desktop
Enter login ID and password, then Click ‘Login’.

= POEMS Global MY Login

Uszer Mame Password

[w{ Remember this Username

Forgot vour Username or Password?

By clicking on the Login butten, you acknowledge that you
have read, understood and accepted the following:

Terms and Conditions Privacy and Security

[ ] Dealer Login
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Step 2: Choose to activate the 2FA
Select ‘Activate’ to enable the 2FA authentication to your account. Users may choose to ‘Skip for now’ as
well for now, but it will be compulsory to enable 2FA in future.
Two - Factor Authentication (2FA)
We're happy to introduce the new 2FA Google Authentication login.

It's simpler! One-time PIM (OTP) will be generated instantly on your Google Authenticator
app. You no longer have to use physical token or wait for a One-Time PIN generated via SMS.

Set up is easy.
1. Download Google Authenticator app

2. Perform a single one-time set up on the app

By clicking the "Activate’ button, you acknowledge that you have read, understood and accepted the 2FA Terms and Conditicns

Skip for now

It will open 2FA Terms and Conditions page by clicking the “ " link




Step 3: Enter SMS token to verify user identity
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A GFO System token will be sent to the user's registered mobile number via SMS. User will need to key in
the token and activate within 2 mins before the token expired.

Two - Factor Authentication

User Confirmation - SM5 Token Verification

Enter OTP: | Enter OTP | Verify

Resend Code in 49 sec

A verification token has been sent to your registered number. Please key in the token stated in the SMS

Having problem with receiving token? Please contact your administrator.

Sign Out

If users enter wrong SMS, OTP will display Invalid Token message. Please note that the user account will be
suspended after more than 4 incorrect token attempts during verification.

Two - Factor Authentication (2FA)

Invalid Token

Your OTP is invalid.




Step 4: Start 2FA registration process
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Please follow provided steps to complete the 2FA registration by linking your login account to your device.

Two - Factor Authentication (2FA)

Protect your account by enabling two-factor authentication in 3 simple steps

1) Install Google Authenticator App

AppStore.

2) Scan the QR Code
Open the Google Authenticator App and press the (+) button to scan this QR Code:

Two - Factor Authenticatior

If scanning fails, you can also enter this code manually:

Download and install "Google Authenticator” on your maobile phone by searching for it in Google PlayStore or Apple

| 6K2NMDEHFXVQCETUKMASNNMXUNKMTDTH

3) Enter the 6-Digit Code
You're almost done! Enter the current 6-digit code shown in your authenticator app:

Activate

Sign Out

Users will need to install the Google Authenticator on their device and scan the QR code to link up the
device and login account. Once linked up successfully, a 6 digits code will be displayed, user will need to

key in the code into the system to complete the activation process.
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16:30 w7 16:30 wl w7 16:30

= Google Authenticator = Google Authenticator = Google Authenticator

Scan the QR code displayed
on the system using the
Google Authenticator app to
link your account.

Once linked, a six digits code
will be available. This code will
be refreshed every 30
seconds. You will need to
provide the code everytime
when you login to the system.
Select "Scana QR
Code"

Enter a setup key @ 098 539
©

— Scan a QR code
Tap on "+" icon to
add an account o

If users enter the wrong 6-digit Google Auth pin will display an Invalid Token message. Please note that the
user account will be suspended after more than 10 incorrect attempts during verification.

Two - Factor Authentication

Invalid Token
The token you entered is invalid or has expired.

Sign Out




Step 5: 2FA Activation had been completed successfully

Two - Factor Authentication (2FA)
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2FA successfully linked!




Part 2: 2FA Authentication

Step 1: Login to the Poems Desktop

7

Enter login ID and password, then Click ‘Login’.
= POEMS Global MY Login

Uszer Name Password

[+ Remember this Username

Forgot vour Username or Password?

By clicking on the Login button, you acknowledge that you
have read, understood and accepted the following:

Terms and Conditions Privacy and Security

[ ] Dealer Lagin

Step 2: Authenticate with the code you have from your linked device.
Enter the 6 digits code from Google Authenticator and click on ‘Submit’.

= POEMS Global MY Login

) e | -
ol-y @ 1.0.30

03.307-D10

Two-Factor Authentication [2FA]

1.Launch your Google Auth App
2.Key in b digit pin generated

Please enter the Goegle Auth pin:

Submit

LOST OR DAMAGED PHONE?

Did you lose or damage your phone and want to
install Google Authenticator on a new phone? Or
do you just want to reinstall Google Authenticator
on your same phone?

Re-link

Poems Desktop - User Guide for 2FA
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If users enter the wrong Google Auth pin will display “Invalid/Expired” or “User was suspended.” message.

B POEMS Global MY Login x

peeins ¥

1.0.305.307-D10

Two-Factor Authentication [2FA)

1.Launch your Gooagle Auth App

2Keyin6digi pyems Glopal X

Please enter tl

sssnen Invalid/Expired QTP
Subm

LOST OR DANR

Did you lose or damage your phone and want to
install Google Authenticator on a new phone? Or
do you just want to reinstall Google Authenticator
on your same phone?

Re-link

Step 3: Login successfully to the Poems Desktop system.

B Tt ~ KLCI: 0.00(0.00.%) Vol: 000.000b Val: 000.000b POEMS Global MY Ed 0447.57PM  Connected — %
x * © 22 Q &l =] m a o L L] = Account |001-MI23 - Cli** & © o
Trade  Order  PriceView ChartView Instument Market TimeAnd  Trade  Account Alert News Stock  Intraday  Live Bursa | Settings  Help  Logout

Status Explorer  Depth Sales  Summary Management Analytics  P/L  Position  News

NewTab1 x
% Orders Status
Orders Status

Amend Withdraw Resend Order History | |OrderType ™ | Al Orders M M

ORDER REFNO | ACCOUNT NO. | ORDER NO | ADV.ORDER NO SUBMIT TRADER ¥ SYMBOL | CLORDID | STATUS ¥ NAME SHORT NAME |SIDE ¥ | ORDERTYPE | DURATION | PRICE(S) | QTY,

< >

Orders Status




Part 3: De-link and Re-link

Step 1: Login to the Poems Desktop

7

Enter login ID and password, then Click ‘Login’.
= POEMS Global MY Login

User Mame Password

[«f Remember this Username

Forgot your Username or Password?

By clicking on the Login button, you acknowledge that you
have read, understood and accepted the following:

Terms and Conditions Privacy and Security

[] Dealer Login

Step 2: Select ‘Relink’ button to switch to new device
&= POEMS Global MY Login

1.0.3035,. 307010

Two-Factor Authentication [2FA]

1.Launch your Google Auth App
2.Key in & digit pin generated

Please enter the Google Auth pin:

Submit

LOST OR DAMAGED PHONE?

Did you lose or damage your phone and want to
install Google Authenticator on a new phone? Or
do you just want to reinstall Google Authenticator
on your same phone?

Re-link

Poems Desktop - User Guide for 2FA
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Step 3: Confirmation to unlink from Google Authenticator, click on ‘OK’ to proceed.

B POEMS Global MY Login X

Two-Factor Authentication [2FA]

Two - Factor Authentication (2FA)

Unlinking Account from Google Authenticator
Please confirm to proceed.

install Google Authenticator on a new phone? Ur
do you just want to reinstall Google Authenticator
on your same phone?

Re-link

10
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Step 4: Enter SMS token to verify user identity

A GFO System token will be sent to the user registered mobile number via SMS, user will need to key in the
token and activate within 2 mins before token expired. Please note that the user account will be
suspended after more than 4 incorrect token attempts during verification.

Two - Factor Authentication

Delinking Account from Google Authenticator

You are about to un-link your login account to its existing Google Authenticator app linkage.
After you do this, you will be redirected to Two-Factor Authentication Activation page to register again.

Answer the question below to confirm your action to delink your current device.

User Confirmation - SMS Token Verification

A verification token has been sent to your registered number. Please key in the token stated in the SMS

Enter OTP:| Enter OTP | verify

Resend Code in 14 sec
Having problem with receiving token? Please contact your administrator.

Sign Qut

If users enter wrong SMS, OTP will display Invalid Token message. Please note that the user account will be
suspended after more than 4 incorrect token attempts during verification.

Two - Factor Authentication

Invalid Token
Your token is wrong.

Sign Qut

11
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Step 5: Delink successfully from the device, click on ‘Activate’ to proceed

Two - Factor Authentication

Two-Factor Authentication (2FA)

Unlinking of account from Google Authenticator has been

successfully done,

Sign Qut

Step 6: Relink to new device
User will need to relink/activate the 2FA again on the new device. Please refer to Part 1, steps 4 and 5.

Two - Factor Authentication (2FA)

Protect your account by enabling two-factor authentication in 3 simple steps

1) Install Google Authenticator App
Download and install "Google Authenticator” on your mobile phone by searching for it in Google PlayStore or Apple

AppStore,

2) 5can the QR Code
Open the Google Authenticator App and press the (+) button to scan this QR Code:

Sign Out

12
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Users will need to install Google Authenticator on their device and scan the QR code to link up the device
and login account. Once linked up successfully, a 6 digits code will be displayed, user will need to key in
the code into the system to complete the activation process.

16:30
= Google Authenticator

Search...

Tap on "+" icon to
add an account o

16:30

= Google Authenticator

Search...

Select "Scana QR
Code"

Enter a setup key

Scan a QR code

16:30
= Google Authenticator

Search...

Scan the QR code displayed
on the system using the
Google Authenticator app to
link your account.

Once linked, a six digits code
will be available. This code will
be refreshed every 30
seconds. You will need to
provide the code everytime
when you login to the system.

098 539

If users enter the wrong 6-digit Google Auth pin will display an Invalid Token message. Please note that the
user account will be suspended after more than 10 incorrect attempts during verification.

13




Two - Factor Authentication

Invalid Token
The token you entered is invalid or has expired.

Poems Desktop - User Guide for 2FA

Sign Out

Step 7: 2FA Activation had been completed successfully

Two - Factor Authentication (2FA)

2FA successfully linked!

Sign Out

14
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FAQ

What happens after more than 4 incorrect SMS token attempts during verification for 2FA setup?

The user account will be suspended after more than 4 incorrect SMS token attempts during verification for
the 2FA setup as displayed below.

Two - Factor Authentication (2FA) x

Invalid Token

You have reached the maximum number of failed attempts.
Your account has been temporarily suspended. Please contact
your administrator to unsuspend your account. From Config

Sign Out

What can | do to unsuspend the account after 4 incorrect SMS token attempts during verification for 2FA
setup?

Please contact your Administrator / Hotline to unsuspend your account to proceed with the 2FA setup.

How many wrong attempts is allowed when you key in the Google Authenticator code after keying in your
password?

On your 10 attempt keying in the wrong Google Authenticator code, your digital token will be suspended.

BB POEMS Global MY Login x

peents @

Poems Global X

Your digital token has been suspended due to security reason. Please
contact your administrator to unsuspend your digital token.

T—WWWWW

install Google Authenticator on a new phone? Or
do you just want to reinstall Google Authenticator
on your same phone?

Re-link

What can | do to unsuspend the digital token after 10 incorrect Google Authenticator code attempts?

Please contact your Administrator / Hotline to unsuspend your digital token. After unsuspend, you can
proceed to login with the Google Authenticator code.

15
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The primary objective of two factor authentication is to secure the user authentication process and to
protect online user accounts against unauthorized access. When implemented properly, 2FA offers much
greater protection against hacking than single-factor password authentication, and helps to safeguard
online user accounts from unauthorized access even when the passwords have been compromised.

For Poems Mobile trading platform users, we will implement 2 factors below to fulfill the requirement of 2FA:

1. Something you know (User Password) — Already in used
2. Something you have (One-time password) — New

To obtain the one-time password (OTP), users must register their device with our system using the

authenticator. There is lot of software-based authenticators online, among the most well-known is Google
Authenticator. We will use Google authenticator as the OTP generator for our Poems Mobile system.

This document is intended to guide end client users on the 2FA setup and login to system with 2FA.

Client User

Part 1: 2FA Activation

Step 1: Login to the Poems Mobile
Enter login ID and password, then Tap ‘Login’ or may login with FacelD/Fingerprint.

Login

Ipxtest123

Password

17
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Step 2: Choose to setup and activate the 2FA
Select ‘Set Up Now’ to enable the 2FA authentication to your account. User may choose to skip as well for
now, but it will be compulsory to enable 2FA in future.

Digital Token

G

We have introduced the new two-factor
authentication (2FA)!

Protect your account by enabling two-factor
authentication

SET UP NOW

SET UP LATER

Step 3: Read the Terms and Conditions of Digital Token
The user will need to read the Terms and Conditions for Digital Token and Agree to proceed.

14:37

< Terms of Service

Terms and Condition for Digital Token

Two-Factor Authentication (2FA) Terms and Conditions.

REJECT

18




Poems Desktop - User Guide for 2FA

Step 4: Confirmation on the registered mobile number

14:38

< Digital Token

To activate Digital Token on this mobile device, we will
need to do a one time verification by sending an activation
code to your mobile number. This only happens once.

The OTP will be sent to the registered mobile number
below.

Mobile Number

Please note that you can only have one Digital
Token registered to your account. Any Digital Token
on an alternate device will therefore be automatically
deregistered.

Step 5: Enter SMS token to verify user identity

A CQ System token will be sent to user registered mobile number via SMS, user will need to key in the
token and activate within 2 mins before token expired. Please note that the user account will be
suspended after more than 4 incorrect token attempts during verification.

CQ System :Your 2FA verification code is :

165678

19




Enter code sent to your mobile
VERIYN)

@ OTP sent your phone

Poems Desktop - User Guide for 2FA
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Step 6: Start 2FA registration process, by installing the Google Authenticator app

Digital Token

Download on the

App Store

21




Poems Desktop - User Guide for 2FA

Step 7: Once Installation is successful, tap on QRCode/Copy the text code line

Digital Token

G

Step 2:

Tap on the QR Code

KUDAC7CYDHHGDQYKTKHTOJLLHVZM3N3|

NEXT

Step 8: Upon tap on CQCode, will redirect to Google Authenticator
User will need to redirect to Google Authenticator, and may copy the 6 digit of OTP password

22
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1438
Google Authenticator

Search

IPXTEST123

413 758

IPXTEST123

231026

CQTrader: YY20001

958 292

CQTrader: YYO1XYZ

931855

IPXTEST123

625 070

Copied

116 830

23
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Step 10: Login Successful

Hi, Mr ***!

Orders (Stocks Only) @

Order Received
Done

@ Partially Done
Withdrawn

Rejected

Latest News

Watchlist

SCEAT 2 RRBIHERR B AR A 38 FANigT £
VA 40 FOETT » HIFFEIFR

HSBC Adjusts DBS Group Holdings' Price Target Consumer Di
to SG$40 from SG$38, Keeps at Hold Equities High|

ERMEFRE 250 HRTMETR NS
BHIF=EEES 90 2L

24
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Part 2: 2FA Login

Step 1: Login to the Poems Mobile
Enter login ID and password, then Tap ‘Login’ or may login with FacelD/Fingerprint.

Login

Ipxtest123

Step 2: Authenticate with the code you have from your linked device
Enter the 6 digits code from Google Authenticator and click on ‘Login’.

(&

Enter the one-time PIN generated from the Google
Autheticator app

Lost or broken phone?
Did you lose or break your phone and want to install Google
Authenticator on a new phone? Or, did you just want to reinstall
Google Authenticator on same phone?

if you wish to RELINK again.

25




Step 3: Login successful

Hi, Mr ***1

Orders (Stocks Only) @

Order Received
Done

@ Partially Done
Withdrawn

Rejected

Latest News

Watchlist

ICERERREIZA BTN 38 FbNiKTT L
TBE 40 MIETT » RIFHTFR

HSBC Adjusts DBS Group Holdings' Price Target
to SG$40 from SG$38, Keeps at Hold

ERHHRH 250 HATIETTHRGEE T
EH(EEESE 90 HA 2L

SPM

Consumer Di
Equities High

Nikkei 225
29,619.950

Genpact

EQ N

SGX

EQ

SingTel

EQ

DBS

EQ

Watch List 1

ASX All Ords
6,951.500

000 0.00%

[

34.67199
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3,203.760

-0.08%

-0.26%

-0.32%

26
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Part 3: De-link and Re-link

Step 1: Login to the Poems Mobile
Enter login ID and password, then Tap ‘Login’ or may login with FacelD/Fingerprint.

Login

Ipxtest123

Password

Step 2: Select ‘Relink’ button to switch to new device

G

Enter the one-time PIN generated from the Google
Autheticator app

if yo wish to RELINK again.

27
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Step 3: Read the Terms and Conditions of Digital Token
The user will need to read the Terms and Conditions for Digital Token and Agree/Disagree to proceed. .

14:37

< Terms of Service

Terms and Condition for Digital Token

Two-Factor Authentication (2FA) Terms and Conditions

Defo

REJECT

28
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Step 4: Confirmation to activate Digital Token, OTP will be sent to the registered mobile number

14:38

< Digital Token

To activate Digital Token on this mobile device, we will
need to do a one time verification by sending an activation
code to your mobile number. This only happens once.

The OTP will be sent to the registered mobile number
below.

Mobile Number

Please note that you can only have one Digital
Token registered to your account. Any Digital Token
on an alternate device will therefore be automatically
deregistered.

Step 5: Enter SMS token to verify user identity

A CQ System token will be sent to user registered mobile number via SMS, user will need to key in the
token and activate within 2 mins before token expired. Please note that the user account will be
suspended after more than 4 incorrect token attempts during verification.

CQ System :Your 2FA verification code is :

165678

29




Enter code sent to your mobile
VERIYN)

@ OTP sent your phone

Poems Desktop - User Guide for 2FA
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Step 6: Start 2FA registration process, by installing the Google Authenticator app

Digital Token

Download on the

App Store

31
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Step 7: Once Installation successful, tap on QRCode/Copy the code line

Digital Token

G

Step 2:

Tap on the QR Code

KUDAC7CYDHHGDQYKTKHTOJLLHVZM3N3|

NEXT

Step 8: Upon scanning, will redirect to Google Authenticator
User will need to redirect to Google Authenticator, and may copy the OTP password

32
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1438
Google Authenticator

Search

IPXTEST123

413 758

IPXTEST123

231026

CQTrader: YY20001

958 292

CQTrader: YYO1XYZ

931855

IPXTEST123

625 070

Copied

116 830
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Step 10: Login Successful

Hi, Mr ***!

Orders (Stocks Only) @

Order Received
Done

@ Partially Done
Withdrawn

Rejected

Latest News

Watchlist

SCEAT 2 RRBIHERR B AR A 38 FANigT £
VA 40 FOETT » HIFFEIFR

HSBC Adjusts DBS Group Holdings' Price Target
to SG$40 from SG$38, Keeps at Hold

ERMEFRE 250 HRTMETR NS
BHIF=EEES 90 2L

Consumer Di
Equities High|

Poems Mobile - User Guide for 2FA
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FAQ

What happens after more than 4 incorrect SMS token attempts during verification for 2FA setup?

The user account will be suspended after more than 4 incorrect SMS token attempts during verification for

the 2FA setup as displayed below.

POEMS Global MY 3.0

You have reached the maximum number
of falled attemps. Your account has
been temporarily suspended. Please

contact your administrator.

What can | do to unsuspend the account after 4 incorrect SMS token attempts during verification for 2FA

setup?
Please contact your Administrator / Hotline to unsuspend your account to proceed with the 2FA setup.
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How many wrong attempts is allowed when you key in the Google Authenticator code after keying in your
password?
On your 10 attempt keying in the wrong Google Authenticator code, your digital token will be suspended.

POEMS Global MY 3.0

Your digital loken has been suspended
due to security reason. Please contact
our hotline to unsuspend your digital
loken.

What can | do to unsuspend the digital token after 10 incorrect Google Authenticator code attempts?
Please contact your Administrator / Hotline to unsuspend your digital token. After unsuspend, you can
proceed to login with the Google Authenticator code
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